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(b) Authorized Individual. A person 
who has been granted routine access to 
specific DoD UCNI under 10 U.S.C. 128. 

(c) Denying Official. An individual 
who denies a request made under 5 
U.S.C. 552 for all, or any portion, of a 
document or material containing DoD 
UCNI. 

(d) Document or Material. The phys-
ical medium on, or in, which informa-
tion is recorded, or a product or sub-
stance which contains or reveals infor-
mation, regardless of its physical form 
or characteristics. 

(e) Information. Any fact or concept 
regardless of the physical form or char-
acteristics of the medium on, or in, 
which it is recorded, contained or re-
vealed. 

(f) Reviewing Official. An individual 
who may make a determination that a 
document or material contains, does 
not contain, or no longer contains DoD 
UCNI. 

(g) Safeguards. An integrated system 
of physical protection, material ac-
counting, and material control meas-
ures designed to deter, prevent, detect, 
and respond to unauthorized posses-
sion, use, or sabotage of DoD SNM, 
equipment or facilities. 

(h) Special Nuclear Material Facility. A 
DoD facility that performs a sensitive 
function (see paragraph (i) of this sec-
tion). 

(i) Sensitive Function. A function in 
support of atomic energy defense pro-
grams whose disruption could reason-
ably be expected to have a significant 
adverse effect on the health and safety 
of the public or the common defense 
and security (see paragraph (a) of this 
section). 

(j) Special Nuclear Material (SNM). 
Plutonium, uranium enriched in the 
isotope-233 or in the isotope-235, except 
source material or any material artifi-
cially enriched by any of the foregoing. 

(k) Special Nuclear Material Equip-
ment. Equipment, systems, or compo-
nents whose failure or destruction 
would cause an impact on safeguarding 
DoD SNM resulting in an unacceptable 
interruption to a national security pro-
gram or an unacceptable impact on the 
health and safety of the public. 

(l) Unauthorized Dissemination. The 
intentional or negligent transfer, in 
any manner and by any person, of in-

formation contained in a document or 
material determined by a reviewing of-
ficial to contain DoD UCNI, and so 
marked in accordance with the proce-
dures in appendix A to this part, to any 
person or entity other than an author-
ized individual or a person granted spe-
cial access to specific DoD UCNI under 
10 U.S.C. 128.

§ 223.4 Policy. 
It is DoD policy: 
(a) To prohibit the unauthorized dis-

semination of unclassified information 
on security measures, including secu-
rity plans, procedures, and equipment 
for the physical protection of DoD 
SNM, equipment, or facilities. 

(b) That the decision to protect un-
classified information as DoD UCNI 
shall be based on a determination that 
the unauthorized dissemination of such 
information could reasonably be ex-
pected to have a significant adverse ef-
fect on the health and safety of the 
public or the common defense and se-
curity by increasing significantly the 
likelihood of the illegal production of 
nuclear weapons or the theft, diver-
sion, or sabotage of DoD SNM, equip-
ment, or facilities. 

(c) That government information 
shall be made publicly available to the 
fullest extent possible by applying the 
minimum restrictions consistent with 
the requirements of 10 U.S.C. 128 nec-
essary to protect the health and safety 
of the public or the common defense 
and security. 

(d) That nothing in this part prevents 
a determination that information pre-
viously determined to be DoD UCNI is 
classified information under applicable 
standards of classification.

§ 223.5 Responsibilities. 
(a) The Assistant Secretary of De-

fense for Command, Control, Commu-
nications, and Intelligence shall: 

(1) Administer the DoD program for 
controlling DoD UCNI. 

(2) Coordinate DoD compliance with 
the DoE program for controlling DoE 
UCNI. 

(3) Prepare and maintain the reports 
required by 10 U.S.C. 128. 

(b) The Assistant Secretary of De-
fense (Public Affairs) shall provide 
guidance to the Assistant Secretary of 
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4 See footnote 3 to section 223.2(c).
5 See footnote 3 to § 223.2(c).

Defense for Command, Control, Com-
munications, and Intelligence 
(ASD(C3I)), other elements of the OSD, 
and the Heads of the DoD Components 
on the FOIA (5 U.S.C. 552), as imple-
mented in DoD 5400.7–R,4 as it applies 
to the DoD UCNI Program.

(c) The Heads of the DoD Components 
shall: 

(1) Implement this part in their DoD 
Components. 

(2) Advise the ASD(C3I) of the fol-
lowing, when information not in the 
guidelines in appendix B to this part is 
determined to be DoD UCNI: 

(i) Identification of the type of infor-
mation to be controlled as DoD UCNI. 
It is not necessary to report each docu-
ment or numbers of documents. 

(ii) Justification for identifying the 
type of information as DoD UCNI, 
based on the guidelines in appendix B 
to this part and prudent application of 
the adverse effects test.

§ 223.6 Procedures. 
Appendix A to this part outlines the 

procedures for controlling DoD UCNI. 
Appendix B to this part provides gen-
eral and topical guidelines for identi-
fying information that may qualify for 
protection as DoD UCNI. The proce-
dures and guidelines in appendices A 
and B to this part complement the DoD 
Component Programs to protect other 
DoD-sensitive unclassified information 
and may be used with them.

§ 223.7 Information requirements. 
(a) Section 128 of 10 U.S.C. requires 

that the Secretary of Defense prepare 
on a quarterly basis a report to be 
made available on the request of any 
interested person. Appendix A to this 
part outlines the procedures for pre-
paring the quarterly report. 

(b) The report is exempt from licens-
ing in accordance with paragraph E.4.e 
of DoD 7750.5–M.5

APPENDIX A TO PART 223—PROCEDURES 
FOR IDENTIFYING AND CONTROLLING 
DOD UCNI 

A. General 

1. The Secretary of Defense’s authority for 
prohibiting the unauthorized disclosure and 

dissemination of DoD UCNI may be exercised 
by the Heads of the DoD Components and by 
the officials to whom such authority is spe-
cifically delegated by the Heads of the DoD 
Components. These procedures for identi-
fying and controlling DoD UCNI are provided 
as guidance for the Heads of the DoD Compo-
nents to implement the Secretary of De-
fense’s authority to prohibit the unauthor-
ized dissemination of unclassified informa-
tion on security measures, including secu-
rity plans, procedures, and equipment, for 
the physical protection of DoD SNM, equip-
ment, or facilities. 

2. The decision to protect unclassified in-
formation as DoD UCNI shall be based on a 
determination that the unauthorized dis-
semination of such information could rea-
sonably be expected to have an adverse effect 
on the health and safety of the public or the 
common defense and security by increasing 
significantly the likelihood of the illegal 
production of nuclear weapons or the theft, 
diversion, or sabotage of DoD SNM, equip-
ment, or facilities. 

3. Government information shall be made 
publicly available to the fullest extent pos-
sible by applying the minimum restrictions 
consistent with the requirements of 10 U.S.C. 
128, necessary to protect the health and safe-
ty of the public or the common defense and 
security. 

4. DoD personnel, in making a determina-
tion to protect unclassified information as 
DoD UCNI, shall consider the probability of 
an illegal production, theft, diversion, or 
sabotage if the information proposed for pro-
tection were made available for pubic disclo-
sure and dissemination. The determination 
to protect specific documents or information 
is not related to the ability of DoD UCNI to 
be obtained by other sources. For deter-
mining the control of DoD UCNI, the cog-
nizant official should consider how the unau-
thorized disclosure or dissemination of such 
information could assist a potential adver-
sary in the following: 

a. Selecting a target for an act of theft, di-
version, or sabotage of DoD SNM, equip-
ment, or facilities (e.g., relative importance 
of a facility or the location, form, and quan-
tity of DoD SNM). Information that can be 
obtained by observation from public areas 
outside controlled locations should not be 
considered as DoD UCNI. 

b. Planning or committing an act of theft, 
diversion, or sabotage of DoD SNM, equip-
ment, or facilities (e.g., design of security 
systems; building plans; methods and proce-
dures for transfer, accountability, and han-
dling of DoD SNM; or security plans, proce-
dures, and capabilities). 

c. Measuring the success of an act of theft, 
diversion, or sabotage of DoD SNM, equip-
ment, or facilities (e.g., actual or hypo-
thetical consequences of the sabotage of spe-
cific vital equipment or facilities). 
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